ISC(2) CISSP Certification Boot Camp

Whether you are new to technology, changing jobs, or a seasoned IT professional, becoming certified demonstrates to your customers, peers, and employers that you are committed to advancing your skills and taking on greater challenges.
CISSP training is a comprehensive course designed to meet the high demands of the information security industry by preparing students for the Certified Information Systems Security Professional (CISSP) exam. The exam is maintained by ISC(2) and covers ten domains from the Common Body of Knowledge (CBK), encompassing the whole of information security. The exam consists of 250 multiple-choice questions. Candidates have up to 6 hours to complete the examination.
Course materials reflect the latest information system security issues, concerns, and countermeasures. 
· Discusses all ten domains of Common Body of Knowledge (CBK), helping to prepare for the CISSP exam. 
· The CBK is the compilation and distillation of all information systems security material collected internationally of relevance to information system security professionals. 
· Ensures information system security professionals have an opportunity to review the CBK in-depth, in preparation for the certification examination and to stay current on the ever-evolving domains within the information system security field.
· Presents a high-level review of the main topics
· Identifies specific areas students should study for exam preparation
· Provides an overview of the scope of the field 
Immersion's world class instructors deliver the knowledge and skills required for students to pass the following exams during the intense, but rewarding, 6-day Boot Camp:
•	Certified Information Systems Security Professional

What your Live Classroom-based Immersion Boot Camp includes:
•	Roundtrip airfare and lodging 
•	Hands-on delivery by an CISSP certified instructor 
•	Includes all course materials and practice exams
•	Custom virtual environment for extensive hands on exercises 
•	The Immersion Guarantee - re-sit tuition-free! Student may re-sit any course, tuition-free, as often as they like. Students will however, be responsible for their own travel.

Course Outline
Information Security and Risk Management
· Basic information on classification levels 
· Security management entails the identification of an organization's information assets and the development, documentation, and implementation of policies, standards, procedures, and guidelines.
· Management tools such as data classification and risk assessment and analysis are used to identify threats, 
· Security management concepts 
· Policies, standards, guidelines, and procedures 
· Security awareness concepts 
· Risk management practices 
Access Control 
· Access controls are a collection of administrative, physical, and technical mechanisms that work together within a security architecture to protect the assets of an information system. Coverage of the threats, vulnerabilities, and risks associated with an information system's infrastructure, and the available preventive and detective measures to counter them. 
Security Architecture and Design
· Concepts, principles, structures, and standards used to design, monitor, and secure operating systems, equipment, networks, applications and those controls used to enforce various levels of confidentiality, availability, and integrity.
· Computer organization 
· Hardware components 
· Software/firmware components 
· Open systems 
· Distributed systems 
· Protection mechanisms 
· Evaluation criteria 
· Certification and accreditation 
· Formal security models 
· Confidentiality models 
· Integrity models 
· Information flow models

Telecommunications and Network Security
· Network Structures 
· Transmission methods 
· Transport formats 
· Security measures providing availability, integrity, and confidentiality 
· Authentication for transmissions over public and private communications networks

Physical (Environmental) Security
· Provides protection techniques for the entire facility, from the outside perimeter to inside office space, including all information system resources.
· Elements involved in choosing a secure site, its design and configuration 
· Methods for securing a facility against unauthorized access 
· Methods for securing the equipment against theft of the equipment or its contained information 
· Environmental and safety measures needed to protect personnel, the facility and its resources 

Cryptography
· Addresses the principles, means, and methods of disguising information to ensure its integrity, confidentiality and authenticity.
· Definitions 
· History 
· Cryptology Fundamentals 
· Symmetric Key Cryptosystem Fundamentals 
· Asymmetric Key Cryptosystem Fundamentals 
· Key Distribution and Management Issues 
· Public Key Infrastructure Definitions and Concepts

Business Continuity and Disaster Recovery Planning
· Addresses the preservation and recovery of business operations in the event of outages. Differences between business continuity planning and disaster recovery.
· Project scope and planning, business impact analysis 
· Recovery strategies 
· Recovery plan development 
· Implementation 
· Recovery plan development, implementation and restoration

Legal, Regulations, Investigations and Compliance
· Computer crime laws and regulations 
· The measures and technologies used to investigate computer crime incidents 
· Laws applying to computer crimes 
· How to determine if a crime has occurred 
· Preserving evidence 
· The basic of conducting an investigation 
· Liabilities under the law
Application Development Security 
· Addresses the important security concepts that apply to application software development. Outlines the environment where software is designed and developed and explains the critical role software plays in providing information system security.
· The software development life cycle 
· Object-oriented systems 
· Artificial intelligence systems 
· Database security issues 
· Data warehousing 
· Data mining 
· Application controls 

Operations Security 
· [bookmark: _GoBack]Identifies the controls over hardware and media, and the operators and administrators with access privileges to any of these resources. Auditing and monitoring provide the mechanisms, tools, and facilities that permit the identification of security events. Subsequent actions identify key elements and report pertinent information to the appropriate individual, group, or process. 
